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Abstract
5G New Radio cellular networks are designed to provide high Qual-
ity of Service for application on wirelessly connected devices. How-
ever, changing conditions of the wireless last hop can degrade ap-
plication performance, and the applications have no visibility into
the 5G Radio Access Network (RAN). Most 5G network operators
run closed networks, limiting the potential for co-design with the
wider-area internet and user applications. This paper demonstrates
NR-Scope, a passive, incrementally-deployable, and independently-
deployable Standalone 5G network telemetry system that can pas-
sively measure fine-grained RAN capacity, latency, and retransmis-
sion information. Application servers can take advantage of the
measurements to achieve better millisecond scale, application-level
decisions on offered load and bit rate adaptation than end-to-end
latency measurements or end-to-end packet losses currently per-
mit. We demonstrate the performance of NR-Scope by decoding
the downlink control information (DCI) for downlink and uplink
traffic of a 5G Standalone base station in real-time.

1 Introduction
5G Standalone (SA), the ultimate phase of 5G deployment, is step-
ping towards themajor cellular Radio Access Network (RAN) technol-
ogy, making up 25% of mobile data at the end of 2023 and forcasted
to grow to 76% by 2029 [2]. 5G SA provides higher throughput,
higher capacity and lower latency than 4G through optimizations
in the RAN, such as shorter Transmission Time Interval (TTI) and
higher Subcarrier Spacing (SCS), and the mobile core, such as more
disaggregated core functions for more flexible deployment strate-
gies. In this way, 5G makes a rich canvas for NextG novel applica-
tions, such as interactive cloud gaming, and remote surgery.

However, wireless networks, the last mile of connectivity, suffer
from highly variable throughput due to user movement, channel
fading, blockage, and interference. This variable throughput poses
performance challenges for many end-to-end applications, ranging
from the congestion control needed for bulk data transfer [3, 7] to
interactive video [6, 8, 14]. Furthermore, the closed nature of the
RAN inhibits co-design of applications and the cellular network.

In this paper, we demonstrate NR-Scope, a RAN telemetry tool
that decodes the necessary Radio Resource Control (RRC) messages
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and Downlink Control Information (DCI) from the 5G SA network.
This information allows NR-Scope to determine a cell’s configura-
tion, physical layer traffic scheduling for all of the user equipment
(UEs) in the RAN, and infer each UE’s channel condition. NR-Scope
works in tight synchronization with the 5G SA network, where it
decodes the DCIs in every TTI, consisting of 1, 0.5, or 0.25 ms in
sub-6GHz 5G cell. NR-Scope also acquires the number of bits that
are delivered in each TTI —providing an exact throughput estima-
tion for each UE in the RAN—so that developers can improve the
performance of various applications. The result is an open design
that operates entirely independently of the 5G network operator
and 5G mobile devices themselves.

2 NR-Scope Demonstration
We will demonstrate NR-Scope in real-time measurements.

Visualization. For the telemetry result, we will use scripts to
exhibit the results in real time, shown in Fig. 1. With the fine-
grained telemetry information extracted (§3), we can easily get
exact throughput estimations for UEs (Fig. 1(a)), as well as the
PRB allocation among UEs (Fig. 1(b)). Furthermore, by tracking the
Hybrid Automatic Repeat Request (HARQ) processes and New Data
Indicator in the DCI, we can collect the retransmission information
(Fig. 1(c)). With the Modulation Coding Scheme (MCS) index in the
DCI plotted (Fig. 1(d)), we can acquire rough channel condition
indicator for UEs as base station would choose higher MCS with
better channel condition. In the end, by counting the number of
DCIs within a time window, NR-Scope can tell which UE is more
actively sending/receiving the data, where the less active UEs have
the more transparent circles (Fig. 1(e)).

Hardware. We will demonstrate NR-Scope in multiple different
base stations, 1) a indoor private 5G SA cell and 2) an industrial
cellular network test equipment, additionally if possible 3) a com-
mercial 5G cell on the venue site. For the indoor private 5G cell,
we will bring a Mosolab indoor small cell [10] and some Motorola
5G phones to the scene. We will also bring an X310 USRP with a
laptop and run NR-Scope to decode the telemetry information for
the UE. For the industrial cellular network test equipment, we set
up the Amarisoft Callbox and UE Emulator [1] in our lab and a
USRP in their vicinity. Then we access them remotely and extract
the telemetry information. With the Amarisoft equipments, we can
emulate up to 64 UEs and obtain the ground truth from the log
for verification. For the last one, we are not certain if there is a
commercial 5G SA cell nearby the conference room. So before the
demo session, we will do a measurement with a phone to check if
there is a 5G SA cell nearby, and if so we can also try to perform
telemetry on it.
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Fig. 1— Real-time demonstration of NR-Scope in various metrics.
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Fig. 2—A demonstration of 5G physical channel for downlink
and uplink transmission within two TTIs.

3 NR-Scope Design and Application
3.1 Telemetry Design
The goal of NR-Scope is to decode and interpret DCI, scheduled
information that tells each UE where in the 5G SA physical data
channels to receive or send its data, thus how much data is actually
present on the physical channels (Fig. 2). O-RAN has such informa-
tion for monitoring and better scheduling[4, 9], NR-Scope opens it
up for even closed RAN.

1) Cell Scan. The goal of this step is to extracts 5G cell’s initial
channel configuration parameters, which describes the structure
of the channel that a UE uses to associate with the cell. NR-Scope
decodes MIB and uses its information to decode System Information
Block (SIB) 1.

2) UE Discovery. The goal of this step is to acquire each users’
Cell Radio Network Temporary Identifier (C-RNTI), and the chan-
nel’s parameters of the final telemetry. NR-Scope must decode the
Random Access Channel (RACH) process to retrieve the C-RNTIs,
as all DCIs after the RACH process are scrambled by a sequence
derived from the C-RNTIs.

3) DCI Extraction. The goal of this step is to acquire the amount
of resource elements for each UE in the data channel (PDSCH) in
the RAN (Fig. 2), and the associated physical layer parameters.
With all required information known (C-RNTI, aggregation level,
DCI format), NR-Scope receives DCI through the standard 3GPP
process [11, 12].

4)Throughput Estimation. In this step, NR-Scope uses the

telemetry information to calculate the capacity allocated to each
UE. With the DCI and RRC messages decoded in prior steps, the
Transport Block Size (TBS) for each DCI, indicating how many bits
are transmitted for the specific UE in this TTI, can be calculated.
Also, DCIs contain re-transmission indicator, facilitating the actual
bit-rate estimation.

3.2 Current and Future Applications
NR-Scope can facilitate many applications.

Congestion Control.With the exact in-use and spare capacity
estimated passively, NR-Scope can serve as a perfect throughput
estimator without posing any burden on the channel, providing
sub-millisecond level granularity [15].

Cloud Gaming. Interactive cloud gaming requires low latency
and high throughput, NR-Scope can help regulate the packet send-
ing strategy to achieve high throughput and low latency by expos-
ing the RAN’s bottleneck [13].

SpectrumConsumptionModels. The fundamental information
model of the Zone Management System (ZMS) of a Radio Dynamic
Zone is Spectrum Consumption Models (SCMs), recently standard-
ized [5]. NR-Scope unveils the closed 5G RAN’s usage, thus other
wireless technologies can take advantage of the idle 5G spectrum
when possible.

Security. The RRC and MAC layer information that NR-Scope
provides can inform situational awareness assessments that distin-
guish legitimate from surveillance cells, and identify RAN compo-
nents suspected of having compromised supply chains.
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